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Novel Threats in Wireless Systems

Wireless connectivity is ubiquitous in modern mobile devices. Every-day 
communication devices broadcast and listen for data continuously, providing 
large external attack surfaces. Traditional exploitation of these surfaces focuses 
on the underlying software implementations, such as protocol parsers in 
baseband firmware. However, taking a step back to the drawing board and re-
considering threat models allows finding completely new approaches and 
overlooked attack surfaces. We will look into recent practical attacks and how to 
defend against them.
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